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Preface

What This Book is About

Welcome to the Undelete for Windows User Manual. Although software
manuals are often one of the least-favorite pieces of reading material around, we
intend to make this one as painless as possible. This book will help you get
Undelete quickly installed and running, and it describes the various Undelete
features and how to use them.

Structure of This Book

=  Chapter 1 describes how to install Undelete.

=  Chapter 2 describes how to operate Undelete and explains the various
features.

=  Chapter 3 describes the installation and operation of Emergency Undelete.

=  Chapter 4 describes using the PushInstall feature to install Undelete across
your network.

= Appendix A shows where to get answers to frequently asked questions.

=  Appendix B has a table showing the operating systems supported by the
different Undelete editions.

=  Appendix C explains how to contact your Executive Software Customer
Service Representative for Support Services.

vii
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Getting Started

The Undelete Server, Professional and Home Editions are unique file recovery
solutions for Windows NT, Windows 2000, Windows XP and Windows Server
2003. For simplicity, this User Manual will refer to all the editions collectively
as Undelete. Any differences between the different editions will be clearly
noted.

Undelete incorporates cutting-edge technology developed by Executive
Software—the same folks who developed Diskeeper®, the world’s most popular
disk defragmenter.

Undelete allows you to recover files that have been deleted—even after you’ve
really deleted them by emptying your Recycle Bin, or by deleting files from
Windows Explorer or other applications, or even from the Windows command
prompt.

Overview of Undelete

Undelete is available in several editions—Server and Professional Editions for
professional use, and a Home Edition for home users.

On a Windows network, the combination of Undelete Server Edition and
Undelete Professional Edition provides valuable protection against accidentally-
deleted files. Installed on file servers and desktop systems, the Undelete system
empowers network users to recover deleted files themselves, instead of relying
on the System Administrator or Help Desk staff to do it for them.

For home users, Undelete Home Edition provides a more robust and
configurable file recovery solution than the Windows Recycle Bin, even
allowing recovery of files after the Recycle Bin has been emptied.

All three editions of Undelete are made up of these major components:
= Recovery Bin

= Undelete From Disk

=  Emergency Undelete

These components are described in the following sections.
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Recovery Bin

The Recovery Bin feature is similar to the Windows Recycle Bin. Deleted files
aren’t really deleted—they’re simply moved to the bin and held there until the
bin is “emptied” or purged. This allows you to recover files easily after they
have been deleted. However, the Recovery Bin differs from the standard
Windows Recycle Bin in several important ways:

= [t allows you to recover files deleted by any method, including Windows
Explorer and other applications—even files deleted from the Windows
command prompt!

=  You can have a Recovery Bin for any individual disk volumes on your
computer, or use a single, “common” Recovery Bin for all your disk
volumes.

=  When files are “deleted” and moved into the Recovery Bin, they are
displayed in a manner very similar to Windows Explorer. You (or your
users) can see and recover the deleted files and the folders as easily as
browsing for “normal” files.

=  The Server and Professional editions of Undelete allow you to see the
contents of the Recovery Bins on remote computers running Undelete
Server Edition, allowing you or your users to recover “deleted” files across
your network (typically from network file servers). This feature alone is a
“life saver” for many System Administrators and Help Desk technicians.
It’s no longer necessary to search backup tapes when a network user
accidentally deletes a file from the file server. With the Undelete system in
place, network users can recover their own files in seconds, instead of
relying on the IT staff to find and recover the files for them.

There are actually two different ways you can recover deleted files from
remote Recovery Bins: Mapped share access and node-to-node access.

Computers running Undelete Server or Professional edition can access
deleted files from mapped network shares (if the computers where the
shares reside are running Undelete Server Edition). Users see their mapped
shares displayed in a familiar form, and can recover files they have deleted
from these shares. Computers running Undelete Server have the added
capability of being able to access the full Recovery Bin on remote
computers running either Undelete Professional Edition or Undelete Server
Edition.
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Undelete From Disk

The Undelete From Disk feature, as its name implies, allows you to recover files
that have really been deleted, such as files purged from the Recovery Bin, or
files that were deleted when the Recovery Bin was not enabled. The Undelete
From Disk feature can also be used to recover files from volumes or directory
folders that have been excluded from Recovery Bin processing.

Both the Recovery Bin and the Undelete From Disk features can be accessed
from either the Undelete graphical user interface, or from the Windows
command prompt.

Note that encrypted files cannot be recovered with the Undelete From Disk
feature.

See Chapter 2 for more information about the Recovery Bin and the Undelete
From Disk feature.

Emergency Undelete

Emergency Undelete is a separate utility used to recover accidentally deleted
files before installing the full Undelete product. Since installing software on a
computer can overwrite deleted files and make them unrecoverable, Emergency
Undelete runs directly from a CD-ROM or floppy disk without any installation.

See Chapter 3 for more information about Emergency Undelete.

Undelete Editions

Here is a brief description of the different Undelete editions. The tables in
Appendix B show additional details.

Undelete Server Edition

Undelete Server Edition enables you to find and recover files deleted on the
server where Undelete is installed as well as mapped shares on remote
computers on your network (if they also have Undelete Server Edition installed).
Undelete Server Edition can also connect directly to remote machines running
Undelete Server or Professional, allowing you to access Undelete on the remote
computer as if you were sitting in front of the machine.

>
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Undelete Professional Edition

Like Undelete Server Edition, the Professional Edition can recover files from the
computer where it is installed, and it can also recover files from computers that
have Undelete Server Edition installed.

Undelete Home Edition

Undelete Home Edition can undelete and recover files deleted from your local
computer, but it does not support the Undelete networking features.

Important Points about Undelete

Here are several important points about using Undelete:

=  When you install Undelete, it will take the place of any other file recovery
utilities currently installed on your computer. This includes the Windows
Recycle Bin as well as third party products that perform similar functions.

= Where security is of concern, the Recovery Bin Properties can be set to
completely erase files that are deleted from the Recovery Bin, using the
SecureDelete option.

= Long filenames might be shortened to the DOS 8.3 file naming convention
when files are deleted from the Windows command prompt and recovered
with Undelete.

=  Undelete Server Edition cannot recover files on computers running the
Home Edition of Undelete. It can, however, recover files on computers
running Undelete Professional or Undelete Server.

About Executive Software

Executive Software, founded by its Chairman and CEO Craig Jensen, was
incorporated in 1981. In 1986, Executive Software’s flagship product, Diskeeper
for VAX/VMS was introduced, establishing Executive Software as the leader in
defragmentation products for the corporate marketplace. Since then, the
company has become established as a leader in OpenVMS and Windows
performance and system management solutions.

Part of our company’s corporate purpose is to help Data Center Managers solve
performance and system management problems. Superior technical capability
coupled with meticulous market research fueled rapid growth for Executive
Software, and resulted in a high degree of customer satisfaction.

X1
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Executive Software has grown from five people in 1986 to more than a hundred
today, with headquarters in California and a worldwide distribution network.
The expansion of the company and the popularity of its products demonstrate a
successful implementation of the company’s purpose and the degree of technical
and administrative capability that backs it up.

Other Important Products

Executive Software is known throughout the computer industry for its focused
development of system management tools. If you are running any current
Windows operating system (Windows 95 through Windows Server 2003), you
should also have:

Diskeeper automatic disk defragmenter for Windows

Diskeeper is the most recommended network defragmenter in the world and
independent lab tests confirm that it maximizes performance, lowers operating
costs, and raises system productivity.

Modern operating systems fragment files as they are written to the disk,
resulting in degraded performance. Diskeeper completely handles the problem
without adding to a system administrator’s workload. That’s why Diskeeper is
considered an absolute necessity by top IT professionals worldwide. Get the
system performance you deserve with Diskeeper, available from your local
reseller or directly from Executive Software.

Sitekeeper® System Management Software

Get at-a-glance updates on every software version, build, update and patch. Also
see detailed hardware information including processor speed, RAM, hard drive
size, logical free space and asset management tags from the BIOS and
motherboard. Install/uninstall programs with a few clicks of the mouse, using
Executive Software’s PushlInstall feature.

You can visit the Executive Software website at:

www.executive.com.
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Chapter 1

Installing Undelete

This chapter explains how to install Undelete and provides important
information you should know after the installation.

Before the Installation

Windows Versions Supported

Undelete is supported on the Intel x86 platform (including Pentium and
compatible CPUs from other manufacturers), running the Windows NT 4.0,
Windows 2000, Windows XP and Windows Server 2003 operating systems.

The different editions of Undelete support the following operating systems:

Undelete Edition Supported Operating System ‘

Windows NT 4.0 Server
Windows NT 4.0 Workstation
Windows 2000 Server
Windows 2000 Professional
Undelete Server Edition Windows XP Professional
Windows XP Tablet PC
Windows XP 64-Bit Edition

Windows Server 2003 (all
editions)
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Undelete Edition Supported Operating System

Windows NT 4.0 Workstation
Windows 2000 Professional
Windows XP Professional
Windows XP Media Center
Windows XP Home Edition'
Windows XP 64-Bit Edition
Windows NT 4.0 Workstation
Windows 2000 Professional
Undelete Home Edition Windows XP Professional
Windows XP Media Center
Windows XP Home Edition

Undelete Professional Edition

Note that Service Pack 6 or higher is required on Windows NT 4.0

File Systems Supported

Undelete supports the NTFS and 16 and 32-bit FAT file systems, but the 12-bit
FAT file system is not supported. (The 12-bit FAT file system is used on FAT
volumes smaller than 16 megabytes in size, such as 1.4-MB floppy diskettes.)

Disks Supported

Undelete supports a wide range of SCSI and IDE disks, including:

=  Primary Partitions
= Extended Partitions
Logical Drives

= Volume Sets

= Mirror Sets

= RAID arrays

Removable disks (such as ZIP drives and many memory cards)

! Networking features are not available when running Undelete Professional Edition on
Windows XP Home Edition.



Installation

Resource Requirements

The disk space requirements for Undelete Professional Edition and Undelete
Home Edition are about 4 megabytes or less.

Undelete Server Edition requires up to 35 megabytes of disk space.

After Undelete is installed, a Recovery Bin is created by default on each disk
volume detected on your computer. Although these Recovery Bins initially use
no disk space, they will eventually grow as files are deleted. The default size
limit for these Recovery Bins is 20% of the disk volume, but this can be changed
easily with the Recovery Bin Properties option on the Tools menu.

Installation Overview

Undelete is installed from a CD-ROM or from a downloaded file. The Undelete
installation program:

=  Confirms that you have Administrator privileges.

= Determines which version of Windows you are running.

= Checks for sufficient space on the disk for the installation.

= Recognizes and will install over previous versions of Undelete.

Copies the Undelete files to the destination directories.

=  Updates the Windows registry.

Replaces the Windows Recycle Bin icon on your desktop with the Recovery
Bin Icon, but leaves the Recycle Bin and its contents in the directory
structure on your computer.

= [nitializes the Undelete service.

Note: To complete the installation, it is necessary to restart your computer. This
starts the Undelete driver, which intercepts file deletion requests and redirects
the deletion operations, causing “deleted” files to be placed in the Undelete
Recovery Bin.
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Installation Procedure

The Undelete package includes two separate programs—Undelete and
Emergency Undelete. The full Undelete product includes both the Recovery Bin
feature and the Undelete from Disk feature.

Emergency Undelete is a compact version of Undelete from Disk, intended to
run as a separate program in situations where any write activity on a disk could
endanger the recovery of previously deleted files. Emergency Undelete requires
no installation. It is run directly from a floppy disk or CD-ROM.

Installing Undelete from CD-ROM

To install Undelete from CD-ROM, follow these steps while logged on to an
account that is a member of the Administrators Group:

1. Insert the Undelete CD-ROM into the appropriate drive on your computer.

2. The Windows AutoPlay feature automatically starts the installation. Just
follow the directions displayed on your screen.

If you have disabled the AutoPlay feature, use Windows Explorer to locate
and double-click the Setup.exe file in the root-level folder on the CD-ROM
and follow the directions displayed.

Installing Undelete from a Downloaded

File
To install Undelete from a downloaded file, follow these steps while logged on
to an account that is a member of the Administrators Group:

1. After downloading the Undelete package to a temporary location on your
computer, double-click the self-extracting executable file you downloaded.

2. You will be prompted for a temporary location to extract the Undelete files
into. You can accept the default location shown or click Browse to select
another location.

3. Follow the instructions displayed to install Undelete or to create an
Emergency Undelete floppy disk.

After the Installation

After installing Undelete, there are still several steps to consider. They are
discussed in the following sections:
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Check for Update

The first time you run Undelete, it automatically checks to see if a more recent
version of Undelete is available. If so, you are given the option to download and
install the newer version. When the download screen is displayed, click Run
this program from its current location to begin installing the update. Or, click
Save this program to disk to save the Undelete update installation package on
your computer for later installation. (To install an update stored on your
computer in this manner, simply double-click the file you downloaded and
follow the instructions displayed.)

You can check for Undelete updates any time you want. Use the Check for
update option in the Help menu to see if a newer version of Undelete is
available.

Registering Undelete

After the Undelete installation is complete, you may be given the option to
register your purchase. You can also register Undelete at the Executive Software
Web site at www.execsoft.com/register, or fax the registration card included in
the Undelete package to Executive Software. Both methods provide a fast,
efficient way to register Undelete.

Be sure to register your Undelete purchase to receive the free 90 days of
telephone support included with Undelete.

A Note About Repairing Your Windows

System

Performing an emergency repair or reinstallation of a Windows system can
possibly change or disable certain system information or services. For this
reason, it may be necessary to reinstall Undelete after repairing your Windows
system.

About the Undelete Service

Undelete is primarily designed as a “Set It and Forget It"® file recovery system.

In order to accomplish this goal, it creates a Windows service. The service
allows Undelete to run in the background while other applications are running.

After installation, the Undelete service starts automatically each time your
Windows system is started. The Undelete service runs all the time, whether or
not Undelete is in use. This service consumes negligible system resources. It
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must be running for Undelete to save deleted files in the Recovery Bin and for
the Undelete user interface to operate correctly.

Uninstalling Undelete

Follow these steps to remove Undelete from your computer:

1. From Control Panel, double-click Add/Remove Programs.
2. Click the Install/Uninstall tab.

3. Highlight Undelete.
4

Click the Add/Remove button. This removes the Undelete service, files,
Program Group, and registry entries from your computer.

5. Restart your computer. Undelete will not be removed completely until you
restart.

6. As afinal step, manually delete the Undelete installation directory if it
exists.

Important Note: It may be necessary to reboot your computer after uninstalling
Undelete in order to fully restore the native Windows Recycle Bin function.
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Chapter 2

Using Undelete

This chapter describes the various features offered by Undelete and explains
their operation.

Opening the Undelete Interface

To open the Undelete interface and access its various features, double-click the
Recovery Bin icon on your desktop.

Here is an example of the Recovery Bin display, which is the main view of
Undelete:

"2 'Undelete Server Edition - Recovery Bin Files Computer: MOCKINGBIRD =Joed
File Yiew Tools ﬂelp\

Deleted Date Created Deleted by Cwaned by
Q0 AM 9262003 2:05PM NT AUTHORITY|SYSTEM  Administrators
3TPM O NT AUTHORITY|SYSTEM  Administrators

gFointSize 1KE 9] TAEPM  NT AUTHORITY\SYSTEM  Administrators

Archive (D) on loca
. bump
-] Graphics

Toolbar

ezt | Tree View
: [ rer2e
BE User Archives Pane
D Christina

: File

=={ Status Bar \\ Information

AT j—m—rv|—'\ I Pane 7] D
Ready 3 File(s) C——
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The Recovery Bin interface contains pull-down menus and a toolbar. Many of
the functions offered are the same on the menus and toolbar. A tree view of
available disk volumes and folders is also displayed, plus a list of files that were
removed from the selected volume or folder, but have been saved in the
Recovery Bin.

Here are descriptions of the various parts of the Recovery Bin interface:

This section of the Recovery Bin display shows a tree view of the available disk
volumes and folders. Click on the icon of a disk volume to view a list of the files
in the Recovery Bin that were “deleted” from the root directory of that volume,
or click on one of the folder icons to view the “deleted” files from that folder.

As with Windows Explorer, click on a “+” symbol next to the icon to expand a
tree (show subfolders), or click the “-”” symbol to collapse it (hide subfolders).

Undelete Server Edition and Undelete Professional Edition can also display
mapped drives on remote computers, if the remote machine is also running
Undelete Server.

;l—.? This icon indicates mapped file shares on computers that are running
Undelete 4.0 Server Edition. You can view the files deleted from these shares by
double-clicking the icon and navigating to the deleted files.

9% This icon indicates mapped file shares on computers that are not running
Undelete 4.0 Server Edition, or the computer is currently unavailable. You can

hide shares displaying this icon by using the Disconnect Network Folder :]—T_'
option in the Undelete toolbar or by right-clicking the icon and selecting
Disconnect.

In some cases, neither of these icons are displayed. If so, use the Connect

Network Folder option on the Undelete toolbar == and enter login credentials
as prompted to connect to your network shares. You can also use this option to
connect to a shared folder that you have not already mapped in Windows
Explorer.

If you do not know from what folder a file was deleted, you can search for it,
using the Search Recovery Bin feature. This feature can be accessed from the
toolbar or from the File menu.
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File Information Pane

The file information pane shows information about the files in the Recovery
Bin.

It is also where you select specific files you want to recover. To select more than
one file, hold the <Ctrl> key while clicking on the names of the files you want to
recover. Or, you can hold the <Shift> key to select a continuous list of files.

Here is the information shown in the file information pane:

Name

This column of the display shows the original filename and extension of each
file saved in the various \RecoveryBin\ directory folders on your computer.
Right-click a filename as a shortcut to Recover or Delete it.

Click on the title bar at the top of this column to sort the files by name in
forward or reverse alphabetical order.

Size
This column of the display shows the size of the files either stored in the
Recovery Bin or detected by the Undelete From Disk feature.

Click on the title bar at the top of this column to sort the files by size in forward
or reverse order.

Date Deleted

This column of the Recovery Bin display shows the date a file was “deleted”
and moved to the Recovery Bin.

Click on the title bar at the top of this column to sort the files by the date they
were deleted, shown alternately in forward or reverse date order.

Date Created
This column of the Recovery Bin display shows the date a file was created.

Click on the title bar at the top of this column to sort the files by the date they
were created, shown alternately in forward or reverse date order.

Deleted By

This column of the Recovery Bin display shows the names of the accounts used
to delete files.
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Note that the name reported in the "Deleted by" column is the name of the
account that was used to authorize the file deletion. In the case of a local file
delete, this is the account under which you logged in, shown as the name of the
local machine, followed by the name of the account used on that machine. If you
are logged on using a domain account, the name shown will be the name of the
domain followed by the domain account name.

When files are deleted from a remote machine via a mapped share, things are a
bit more complicated. In this case, the account that is used to authorize the
deletion is the account that authorized the mapping of the share on the machine
to which the disk is directly attached. Thus, if you log onto LOCAL1\YourName,
map a share on SERVERI1 using your DOMAINI\YourName account, and
delete a file on the share, the "Deleted by" name is "DOMAINI\YourName" in
the Recovery Bin on SERVERI. This is because SERVERI1 does not “know”
anything about the LOCAL1\YourName local account—it only knows about,
and can get information for, the DOMAINI1\YourName account.

Owned By

This section of the Recovery Bin display shows who, if anyone, owned the
deleted file.

Note that files on FAT volumes display “No Owner” in this column, because the
FAT file system does not track file ownership.

Toolbar

The Undelete toolbar has icons for the most common Undelete tasks. Each of
these icons and tasks is described in its respective section later in this chapter.
Note that the selection of icons in the toolbar varies with the edition of Undelete.
Undelete Server Edition displays all the icons shown here, but Undelete
Professional and Home editions do not.

EXENGREIYRETe
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These options are available from the Undelete toolbar:

—Recover selected file(s)

x —Delete selected file(s)
Ly
G
L2 —Empty Recovery Bin

= Search Recovery Bin for file(s)

%—Find files on disk
@—Remvery Bin Exclusion List

@—Reeovery Bin Properties

@—Connect to a network folder

=

]_.‘
—Disconnect from a network folder

giCOnnect to a remote computer
—Help Topics

Operation

See Toolbar Options on page 45 for a full description of the toolbar options.

The Undelete menus have these options, which are all described later in this

chapter:

File ‘iew Tools Help

11
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File Menu

Recover files...—Retrieve deleted files from the Recovery Bin
Delete from bin—Remove selected files from the Recovery Bin
Empty Recovery Bin—Remove all the files from the Recovery Bin
Find files in Recovery Bin—Locate files in the Recovery Bin

Find files on disk...—Recover files that have really been deleted
Close—Close the Recovery Bin

View Menu

Refresh—Update the Recovery Bin display to show any changes since the
Recovery Bin was opened

Tools Menu

Exclusion List...—Specify which files you don’t want to be saved in the
Recovery Bin

Recovery Bin Properties...—Change a variety of Recovery Bin settings

Connect to Remote Computer...—Connect to the Recovery Bin on a remote
computer (Undelete Server Edition only)

Connect Network Folder...—Display Recovery Bins from remote computers
in the Tree View pane (Not available in Undelete Home Edition)

Disconnect Network Folder ...—Remove Recovery Bins from remote
computers from the Tree View pane (Not available in Undelete Home Edition)

Help Menu
Help Topics—View the Undelete Help system

About Undelete—Show the version number and other information about
Undelete

12
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Check for update—Open a browser window and automatically check the
Executive Software website to see if an update is available for the version of
Undelete installed.

Status Bar

This section of the Recovery Bin display shows information about the Recovery
Bin.

When no files are selected, the Status Bar shows the number of files in the File
Information pane, the total size of the files in the local Recovery Bin, and the
percentage of the Recovery Bin size used. Note that the percentage of the
Recovery Bin in use figure indicates the fofal Recovery Bin space, which can
include more than one Recovery Bin if you have specified Recovery Bins on
more than one disk volume. For this reason, there is a possibility that a small
Recovery Bin on one volume could be full while a large Recovery Bin on
another volume could be nearly empty, and the percentage of the total Recovery
Bin size used could be as low as 1 or 2 percent.

‘When one or more files are selected, the Status Bar shows the number of files
selected and their total size.

Using the Recovery Bin

With Undelete, deleted files aren’t really deleted—the deletion request is
intercepted by Undelete and the deleted files are actually stored in another
location, called the Recovery Bin—so recovering these deleted files is only a
few mouse clicks away.

To view the Recovery Bin display, double-click the Recovery Bin icon on your
desktop. The files shown in the Recovery Bin display are files that have been
deleted by any of a variety of methods, including Windows Explorer, File
Manager, or any other application capable of deleting files. It also includes files
deleted via the Windows command prompt.

You can have more than one Recovery Bin on your computer. By using the
Recovery Bin Properties option, you can specify individual Recovery Bins for
each disk volume, or choose a single location to where “deleted” files are moved
(known as a “Common Recovery Bin”).

Undelete Server Edition creates Recovery Bins on your on your file servers, and
your users can access and recover their own deleted files from these networked
servers using Undelete Professional Edition.
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Note: Using a Common Recovery Bin on a network server will cause all the
deleted files on the server to be copied into a single location. If a large number
of deletions take place on the network, this can add considerable I/O overhead.
This overhead is apparent not only on the disk where the Common Recovery
Bin is located, but also on the disk from where the files are being copied. For
this reason, a Common Recovery Bin is not recommended on a busy server.
Instead, enable the Recovery Bin individually on each drive. (This is the default
setting.)

Recovering Files
LT I
G,

Use the Recover button * or the Recover Files... option on the File menu
to recover one or more selected files from the Recovery Bin. When you use this

option, this dialog box is displayed:

= =

Confirm Recovery Location

The filez you zelected will be recovered to the location from which
they were deleted. Click OF to continue, click Cancel to cancel the
recovery, of click Browsze to specify a different location.

| 1]8 |[ Cancel ][ Browse. ..

Click OK to restore the selected files to the location from which they were
originally “deleted.” If the directory folder in which the selected files were
stored has also been “deleted,” the folder is also recovered.

Note: You must have adequate permissions and ownership of a file in order to
recover it from the Recovery Bin.

To restore the selected files to a different location, click Browse and navigate to
the disk and directory folder where you want to save the restored file. You can
also click Cancel to close the dialog without recovering the files, and return to
the main Recovery Bin display.
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Important Points about the Recovery

Bin

Here are some important points to remember about the Recovery Bin:

In keeping with NTFS file security, you must have sufficient file
permissions and ownership to recover a file from the Recovery Bin.

You can adjust the size of the Recovery Bin by using the Recovery Bin
Properties option.

You can “drag and drop” files from your desktop or from Windows
Explorer into the Recovery Bin icon on your desktop, but not into the main
Recovery Bin interface.

By default, when the Recovery Bin reaches the size you have specified, it is
automatically partially purged to make room for newly deleted files. For
this reason, files that were once stored in the Recovery Bin can become no
longer available from the Recovery Bin. (Although they still may be
recoverable with the Undelete From Disk feature). This default can be
changed with the Recovery Bin Properties option by selecting Disable
Recovery Bin when Max size is reached, but selecting this option can
cause the Recovery Bin to fill completely, and additional file “deletions”
will not be moved to the Recovery Bin.

If a file of the same name exists in the “deleted” file’s previous location, the
“deleted” file cannot be recovered. Undelete will not overwrite an existing
file while recovering a “deleted” file. In such a case, rename the existing
file before recovering the "deleted" file.

You can set the Recovery Bin properties by right-clicking the Recovery Bin
icon on your desktop.

You can right-click selected files in the Recovery Bin to recover or delete
them from the Recovery Bin.

You can also right-click individual files in the Recovery Bin to add them to
the Recovery Bin Exclusion List. (Note that the Recovery Bin Exclusion
List only applies to local files. You cannot right-click to exclude files from
Recovery Bins on shared network folders.) You can add the file to the
Exclusion List in one of three ways:

a) By filename—all the files on the system with that name and extension
will be excluded.
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b) By file type—all the files of that type on the system with that file
extension will be excluded.

¢) By directory—all the files in that directory folder on the volume will be
excluded.

Searching the Recovery Bin

If you do not know the folder where a particular deleted file was located, the
Search Recovery Bin feature can come in handy. You can search for deleted
files by name and location, by date created or deleted, and by owner. These
search methods can be combined, if desired.

Searching by Name and Location

=
Click Search recovery bin for file(s) M or click the File menu and select
Find files in Recovery Bin... to open the Recovery Bin Search dialog. Click the
Name & Location tab, then click Browse to see a display similar to this:

"2 Undelete Server Edition - Recovery Bin Search  Computer: MOCKINGBIRD uLl;l_]

Fle Yiew Tools Help

EX 8 RNG b ZREe
Name & Location | Date_| Dwner / Deleted by |

;ﬂ Distribiution Kits on Iltb] Specify the name and location of the file[] for which you want ta search. You
@& M35 BOOKSHELF on 't can use wildeard characters [* and ?) in the name. For example, searching for
fﬂ QUICK REFRNC on't *DOC returng all .DOC files in the selected location.

Q7 User Files an "tellus’

Stop

@& Wavision on 'mufasa’ Mame: "t M
[+ = System (Ct) on 'lacal
521 New Data (€2 on o Losation: |Mew Data (E:) ] [ mowse.. ]

[ ] 39264008a9acfe

D Docs

-] Downlnads
Dump

[ Graphics

E Hats and Such

[#__| RECYCLER,

] Test Help

Include sublolders in search

Recoverable Files

i Mame Size | Date Deleted Date Created Deleted by Crwned by

&= Qld System (M) on | - - -
)= &rchive (¢ on 'loca Eula.bxt KB 9122003 11:11 &M 2272002 $:58 PM SERVER_1'Kian Kian
eula.kxt KB 9122003 11:11 &M 2272002 1158 PM SERWER_1'Kian Kian
] oumn eula.txt AKE  9/12/2003 11:11 &M 2(27/2002 458 PM SERVER_1iHian Kian
E"f.:l Graphics Readme bxt 32KB  8/13f2003 2:05 PM 9I26/2002 11:58 AM  SERVER_1'Wian Kian
E] Pictures Readme - Extra... 38KE  6/30/2003 1:51 PM 6I27)2003 4:27 PM SERWER_1'Wian Kian
= Ej Syskemn Walume T Delete this, txk SOKE  7/25/2003 4:45 PM FI16/2003 1152 PM SERVER_1'Wian Kian
-0 _restore{as Old Readme xt 43KB  7[25{2003 4:45PM  6/24/2003 3:54PM  SERVER_1'ian Kian
B Readme bxt SOKB  7/25/2003 4:45 PM 7f1/2003 6:01 PM SERWER_1'Kian Kian

| Fifoed
TH e )

] [i] <] 1l ] 13

Searching E:\Docs),

The various controls and components of this dialog box are described below:
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Name

Use this section of the Recovery Bin Search display to specify the name of the
deleted file you want to find. You can use wildcard characters (* and ?) in this
section of the display, but by default all file names and types are searched for.

Location
Use this section of the Recovery Bin Search display to specify the disk volume

and directory folder of the file you want to undelete.

Use the Browse button to navigate to different drives and folders on your
computer to speed up your search for the correct path.
Browse

Click this button to navigate to the path of the disk volume and directory folder
where the file you want to undelete resided immediately before it was deleted.

Include subfolders in search
When this option is enabled, any subfolders below the specified directory folder
will be searched for files that match the specified search pattern.

Search

Click this button to find any previously deleted files that match the file name
(with optional wildcards) in the Name box and the location specified in the
Location box.

After a deleted file has been found, it can be recovered, removed from the
Recovery Bin, or added to the Exclusion List by right-clicking on the filename
and selecting the appropriate menu item. (Note that the Recovery Bin Exclusion
List only applies to local files. You cannot right-click to exclude files from
Recovery Bins on shared network folders.)

Stop

Click this button to stop an ongoing file search.

Close

Click this button to close the Search Recovery Bin display and return to the
main Recovery Bin display.

Recoverable Files Section

This section of the Recovery Bin Search dialog shows information about any
files found during the search:
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Name
This section of the display shows the original filename and extension of the
detected files.

In the case of the Recovery Bin, this section shows the names of the files stored
in the various \RecoveryBin\ directory folders on your computer. Right-click the
filename as a shortcut to Recover or Delete the selected file.

Click on the title bar in this section to sort the files by name in forward or
reverse alphabetical order.

Size

This section of the Search Recovery Bin display shows the size of the deleted

files stored in the Recovery Bin.

Click on the title bar in this section to sort the files by size in forward or reverse
order.

Date Deleted
This section of the Search Recovery Bin display shows the date a file was

“deleted” and moved to the Recovery Bin.

Click on the title bar in this section to sort the files by the date they were
deleted, shown alternately in forward or reverse date order.

Date Created

This section of the Recovery Bin display shows the date a file was created.
Click on the title bar in this section to sort the files by the date they were
created, shown alternately in forward or reverse date order.

Deleted By

This section of the Recovery Bin display shows the names of the accounts used

to delete files.

Note that the name reported in the “Deleted by column is the name of the
account that was used to authorize the file deletion. In the case of a local file
delete, this is the account under which you logged in, shown as the name of the
local machine, followed by the name of the account used on that machine. If you
are logged on using a domain account, the name shown will be the name of the
domain followed by the domain account name.

When files are deleted from a remote machine via a mapped share, things are a
bit more complicated. In this case, the account shown is the account that
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authorized the mapping of the share on the machine to which the disk is directly
attached. Thus, if you log onto LOCALI\YourName, map a share on SERVER1
using your DOMAIN1\YourName account, and delete a file on the share, the
"Deleted by" name is "DOMAINI\YourName" in the Recovery Bin on
SERVERI. This is because SERVERI1 does not “know”” anything about the
LOCALI1\YourName local account—it only knows about, and can get
information for, the DOMAINI1\YourName account.

Owned By

This section of the Recovery Bin display shows who, if anyone, owned the
deleted file.

Note that files on FAT volumes display “No Owner” in this column, because the
FAT file system does not track file ownership.

Original Location

This section of the Search Recovery Bin display shows the disk volume and
directory folder where a file was originally located. When you recover a file, it
will be placed in its original location.

Click on the title bar in this section to sort the files by original location in
forward or reverse alphabetical order.

Status Bar

This section of the Search Recovery Bin display shows information about the
Recovery Bin.

When no files are selected, the Status Bar shows the number of files in the File
Information pane, the total size of the files in the local Recovery Bin, and the
percentage of the Recovery Bin size used. Note that the percentage of the
Recovery Bin in use figure indicates the foral Recovery Bin space, which can
include more than one Recovery Bin if you have specified Recovery Bins on
more than one disk volume. For this reason, there is a possibility that a small
Recovery Bin on one volume could be full while a large Recovery Bin on
another volume could be nearly empty, and the percentage of the total Recovery
Bin size used could be as low as 1 or 2 percent.

‘When one or more files are selected, the Status Bar shows the number of files
selected and their total size.
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Searching by Date

=—
'\I

Click Search recovery bin for file(s) I.gﬁj or click the File menu and select

Find files in Recovery Bin... to open the Recovery Bin Search dialog. Click the

Date tab, then click Browse to see a display similar to this:

"2 Undelete Server Edition - Recovery Bin Search  Computer: MOCKINGBIRD [._]LI;I_]“

Fle Yew Tools Help

EX | 4 RG | EEERe

|Name & Locatlonl Date | Owaner / Delsted by|
Seaich
_ﬂ Distribution Kits an Ilt- Specify whether pou want the search criteria to include the date the Stop
ﬂ M5 BOOKSHELF on 't files were created or delsted.
@7 QUICK REFRNC on 't . L
.iﬂ < i i On, Include the date the files were created or deleted in this search
9% User Files on 'tellus'
&7 Mavision on mufasa Search by |f||es Deleted M
=1 System (C:) on local,
[=)-=1 Mews Data (E:) on 'lon @il | [l e
-] 39z64005a5ac
EI Docs
betweer: v
5-E Dowrlosds ® betw 10/ 72002 [v]
[ oure and: 10/ 82003 |v]
[ Graphics
-] Hats and Such
[ RECYCLER Recoverable Files
] Test Hel
[J---;IEI SzztemEFN') o Mame Size | Date Delsted Date Created Deleted by Cwned by E
= Archive (D7) L speustom,di Z2KE  912{2003 11:11 AM  8/1{2003 %14 PM  SERVER_1'Kian Kian
. spmsg.dl FKE 9/12/2003 11:11 AM  7f14/2003 5:41 PM SERVER_1ian Kian
{2 pump Eula txt 4KE  9/12/2003 11:11 AM  2(27/2002 :58 PM  SERVER_1ian Kian
& [ Graphics spuninst exe 9BKE 9/12(2003 11:11 AM  5/1j2003 %:14 PM  SERVER_1Wian Kian
&[] Pictures update.exs 4ZIKE 9/12(2003 11:11 &M 7/14/2003 5:41 PM  SERVER_1'Wian Kian
=- EI System Walume I speustorn. dil Z2KE 9122003 11:11 AM - 8(1/2003 2:14 PM  SERVER_1Wian Wian
B[] restore{as | update.exe 421KB  9/12/2003 11:11 AM  7/14/20035:41 PM  SERVER_1\Kian Kian
] Ffoed eula byt 4KE  9/12/2003 11:11 AM  2(27/2002 4:58 PM  SERVER_1ian Kian
) B T [ | kemz4146.cat 9KE  9/12/2003 11111 &M §/25/2003 3:44 PM  SERVER_1'ian Kian v
4 ] 1l } [L] 4 ] 1l [i]

Searching E!\Docsh

Follow these steps to search the Recovery Bin by date:
1. Click the Date tab.
2. Select the Include the date... check box.

3. Inyour deleted file search, you can specify either the date the files were
created or when they were deleted. Make your selection accordingly in the
top drop-down menu box.

4. You can specify a date range two different ways, depending on whether you
click on in the last or on between:

= By specifying how many days ago the file may have been created or
deleted, or

= By specifying a starting and ending date.

20



Operation

5. After entering the date range, click Find Now. This starts the search for the
deleted file(s).

6. After a deleted file has been found, it can be recovered, removed from the
Recovery Bin, or added to the Exclusion List by right-clicking on the
filename and selecting the appropriate menu item. (Note that the Recovery
Bin Exclusion List only applies to local files. You cannot right-click to
exclude files from Recovery Bins on shared network folders.)

7. Click Close to close the Search Recovery Bin dialog box and to return to
the main Undelete display.

The various controls and components of the Search by Date dialog box are
described below:

Date Check Box

Select the Date check box if you want to search the Recovery Bin for files by
date.

Date Created or Deleted

Select files Created if you want to specify when the files you are searching for
were created, or select files Deleted if you want to specify when the files were
deleted.

In the last ‘N’ days

Enter how many days you want to go back in your search for deleted files. For
example, you could search for files that were deleted (or created) in the last 5
days. Type the number of days directly into the box, or use the up or down
arrow at the side of the box to increase or decrease the number shown.

Between ... And

To search the Recovery Bin for files created or deleted within a given date
range, enter the starting date in the top box and the ending date in the bottom
box. Enter both dates in the correct date format for your system. Instead of
typing in the date, you can click the down arrow symbol at the side of the box
and a calendar will display, where you can browse to the desired date and click
on it. (You can also change the displayed year or month by clicking on it and
then making your selection.)
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/Deleted B

r o
Click Search recovery bin for file(s) M or click the File menu and select
Find files in Recovery Bin... to open the Recovery Bin Search dialog. Click the
Owner/Deleted by tab, then click Browse to see a display similar to this:

"2 Undelete Server Edition - Recovery Bin Search  Computer: MOCKINGBIRD

Fle Yiew Tools Help

Recovery Bin

B4/ Distribution Kits on 't-

& M5 BOOKSHELF on 't
98 QUICK REFRNC on 't
k User Files on ‘tellus’
@& Wavision on 'mufasa
[=}-2= System (i) on 'local
] Dacuments and !

EX 4 RG R EEERe

] Inoculan
j Program Files M ame:
] WINDOWS
(=)= Mew Data (E:) on 'lo
-] 3926400885acfe
] Docs
% E::;i\cs Mame Size | Date Deleted Date Created Deleted by Owned by
Bl ot ol 00000002, J08 KB 9202003242 MM 0J2ZF(2003 LLO3PM MT AUTHORITYISYSTEM  Administrators
00000001, J08 KB O/30/Z003 2052 MM OJ2B{2003 1103 PM MT AUTHORITVISYSTEM  Administrators
&[] RECYCLER 00000001, 108 KB 10/2/2003 1135 AM  9/30{2003 L1:03PM  NT AUTHORITY\SYSTEM  Administratars
] Test Help 00000002, 08 KB 10/3/Z003 1S4 AM 10f1f2003 1103 PM MT AUTHORITVISYSTEM  Administrators
=i Old System (M:jonl | D0OOOOO 308 KB 10/4/Z003 1S4 AM  10fZ(Z003 1103 M WT AUTHORITVISYSTEM  Administrators
== Archive (D31 on loca | 00000002, J08 KB 10/5/2003 127 AM 10f3{Z003 1103 M WT AUTHORITVISYSTEM  Administrators
T 00000001, J08 KB 10/6/Z003 144 AM 10f4{Z003 11:03PM  NT AUTHORITVISYSTEM  Administrators
=0 Graphics 00000002, 08 KB 10/7/2003 144 AM 10fS{Z003 11:03PM  WT AUTHORITVISYSTEM  Administrators
2 [w]| ooooooo.1os KB 10/8/2003 1:43AM  10/6/2003 L1:03FM  NT AUTHORITY|SYSTEM  Administrators ||
P | [L] 3 i J [i]

[Marne & Locatior]| Date | Owner / Deleted by

S pecify whether you want the search criteria to include the names of the
users who owned or delsted the file.

Stop

Include name of the user wha owned the file

Mame:; |Administ|ators

[ Include name of the user wha deleted the file

Searching C:}

Note that file ownership only applies to NTFS volumes.

The owner of a file is

the user account, or the group account that is registered with NTFS as having
ownership of the file.

Follow these steps to search the Recovery Bin by owner:

1.
2.

Click the Owner/Deleted by tab.

Enable the Owned by option and enter the username of the person who last

owned the deleted file you are looking for, and/or:

Enable the Deleted by option and enter the username of the person who

deleted the file you are looking for.

Click Find Now. This starts the search for the deleted file(s).

After a deleted file has been found, it can be recovered, removed from the

Recovery Bin, or added to the Exclusion List by right-clicking on the
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filename and selecting the appropriate menu item. (Note that the Recovery
Bin Exclusion List only applies to local files. You cannot right-click to
exclude files from Recovery Bins on shared network folders.)

6. Click Close to close the Search Recovery Bin dialog box and to return to
the main Undelete display.

Undelete From Disk

Click Find files on disk % or the Find files on disk... option in the File
menu to recover files that have really been deleted.

When you delete a file in Windows, the system does not remove it from the
disk, but instead marks the space the file occupies as free space. When you
recover a file with Undelete From Disk, a new file is created and the old file
data is then copied into the new file. We recommend that you recover the file to
a volume other than the one from which the file was deleted. This prevents the
old file data from being overwritten by the new file, which would render it
unrecoverable.

The Undelete From Disk feature allows you to recover files that really have
been deleted, such as files purged from the Recovery Bin, or files that were
deleted when the Recovery Bin was not enabled. Undelete From Disk can also
be used to recover files from volumes or directory folders that have been
excluded from Recovery Bin processing. Note that this operation can only
succeed if the space occupied by the file that is to be undeleted has not been
overwritten during the time it was marked as free space.

Important Points about the Undelete

From Disk Feature

Here are some important points about using the Undelete From Disk feature:

= In keeping with NTFES file security, you must be a member of the
Administrators group and have sufficient file permissions and ownership to
recover a file directly from the disk.

Note: A file that is recovered with the Undelete From Disk feature will
default to the security attributes of the user (Administrator) doing the file
recovery.
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The Undelete From Disk feature can recover files that have been purged
from the Recovery Bin (using the Empty Recovery Bin button or menu
option), files deleted from directory folders that have been excluded from
Recovery Bin processing (using the Recovery Bin Exclusion button or
menu option), or files deleted from drives on which Recovery Bin
processing is disabled (using the Recovery Bin Properties option).

The Undelete From Disk feature can even undelete files that were deleted
before you installed Undelete! Note, however, that simply installing an
application (including Undelete) can overwrite the same files you want to
recover. For this reason, Emergency Undelete is the recommended tool for
recovering files that have been accidentally deleted before you install
Undelete.

For best results in recovering files that have really been deleted, use the
Undelete From Disk feature as soon as possible after deleting the file. This
increases the chances that your file recovery will be successful.

When a file is really deleted, the space it occupied on the volume is marked
as available free space, but the file data still remains on the volume until the
space is used to store another file. Therefore, there are cases where the
Undelete From Disk feature may not be able to recover the deleted file, or
may only be able to recover a portion of the file. As a general rule, the more
disk activity that occurs after a file is deleted, the higher the chances are that
new or modified files will overwrite the file information.

When a deleted file has been partially overwritten with new data, there is a
possibility that the Undelete From Disk feature may report successfully
undeleting the file, when in fact a portion of the file has been overwritten
and is thus corrupt.

On NTFS volumes, only Small and Large file types” are eligible for being
undeleted directly from the disk.

When undeleting fragmented files on FAT volumes, the Undelete From
Disk feature may only be able to undelete the first contiguous portion of the

% In the NTFS file system, four file types exist. Small files are contained entirely within a single
record in the Master File Table (MFT). Large files are stored elsewhere on the disk, but the index
information pertaining to the file, including the locations of the various fragments of the file, is

contained within a single record in the MFT. Huge files are similar to Large files, but they have
enough additional file record information (such as additional file security information, or a large
number of file fragment locations) to require two or more file records within the MFT. Extremely
Huge files are files that contain so much additional file information (again, either file security
information or the locations of a very large number of file fragments) that more than two file

records are necessary within the MFT, plus space on the disk outside the MFT is used for storing

additional file record information.
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file. A partial recovery of a text file can be better than none, but the partial
recovery of an executable file will not be of much help. For this reason, it is
important to keep your files defragmented (particularly files on FAT
volumes). Of course, Executive Software has the answer for file
fragmentation—Diskeeper!

=  Files that have been removed from the Recovery Bin have a unique file
identification number added to the original filename. (This prevents
undeleted files of the same name from overwriting each other.) If these files
are later recovered with the Undelete From Disk feature, their filenames
may be shortened, since the file identification is removed when the file is
recovered from the disk. If the name part of the filename is longer than 32
characters, it is truncated to the first 32 characters when the file is renamed
in the Recovery Bin. Similarly, if the file extension is longer than 12
characters, it is truncated after the first 12 characters.

=  Files that have been removed from the Recovery Bin will be listed with the
Recovery Bin location as their “Original Location”, since that is where they
resided before they were really deleted. . This is a directory folder named
\RecoveryBin\ on the volume(s) where you have specified Recovery Bins
should reside on your system.

=  Note that when files are deleted from the Recovery Bin when the
“SecureDelete” feature is enabled in the Recovery Bin properties, the
deleted files will not be recoverable with the Undelete From Disk feature.

Using the Undelete From Disk

Interface

The interface for the Undelete From Disk feature offers a limited set of the
Recovery Bin menu options, and the toolbar is disabled, with the exception of
the Help button.

After you specify a filename and disk volume location to search for, the display
also shows a listing of the files matching the search criteria that have really been
deleted from your disk volume.
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Here is an example of the Undelete From Disk interface:

2 Undelete Server Edition - Deleted Files Drive C on System MOCKINGBIRD

File Yew Tools Help

o

ME=X

Search

Specify the name and location of the file(s) For which you want to search. Yau
can use wildcard characters (* and 7} in the name. For example, searching For
*,DOC returns all .DOC files in the selected location,

Mamne: |

Location: | =1}

[YT [ Browse. .. ]

— Undelete Files. ..
|™ |

Include subfolders in search

Recoverable Files

Mame Size | Date Modified Original Location L’\"
boatex.log 2,8926 12/31/2001 09:06 i =
menu[1].hkm 79,4426 09/26/2003 13:20 Ci\Documents and SettingsiThomasLocal Settingsi
section-main-graphic[2]. jpg 10,9386  09/26/2003 13:20 C:\Documents and SettingsiThomasiLocal Settingsi
blark[1].qif 2926 09/26/2003 13:20 C:\Documents and Settings\ThomasiLocal Settings\1
survey[1].htm 80,5886 09/26/2003 13:20 Ci\Documents and SettingsiThomasLocal Settingsi
dovinload_d[1].hkm 48,7256 09/26/2003 13:20 Ci\Documents and SettingsiThomasiLocal Settingsi
section-rmain-graphic[3]. ipg 57936  09/26/2003 13:20 Ci\Documents and SettingsiThomasiLocal Settingsi
blank[2].gif 2026 09/26/2003 13:20 C:iDocuments and Settings\Thomas'Local Settings|1
us_dka0_admtr[1].exe 515,6426 09/26/2003 13:23 Ci\Documents and Settings\ThomasLocal Settingsi
esi_|ogo_121802[1].jpg 6,5278 09f26/2003 13:23 Ci\Documents and SettingsiThomasiLocal Settingsi
dka_corp_home[1].jpg 31,6366 09/26/2003 13:23 C:\Documents and Settingz\ThamasiLocal Settings'l,'l;'v]
i( i | [)}
Ready ]

Follow these steps to recover a file with the Undelete From Disk feature:

1. Enter the name of the file you want to undelete in the Name: field of the
Undelete From Disk display. You can use wildcard characters (such as
*.doc or *.*) if you don’t recall the name of the file.

2. Enter the letter of the drive you want to search in the Location: field of the
Undelete From Disk display. You can optionally enter a directory folder
name (such as D:\My Documents). Use the Browse button to see the drives
and folders on your computer.

3. Click Find Deleted Files. This starts the search for deleted files.
Once the search is complete, highlight the name of the file (or files) you

want to undelete.

Click Undelete File(s). This causes a new dialog box to be displayed.

Enter the drive letter and directory folder name of the location where you
want the undeleted file to be written in the Path: field. You can use the
Browse button to navigate to the desired location.
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If you have more than one disk volume, be sure to specify a volume other
than the one where the file was originally located. This prevents the new,
recovered file from overwriting portions of the old, deleted file.

7. Click OK. The file(s) you have selected will be recovered if possible, and
written to the location you have specified.

The various components of the Undelete From Disk interface are described in
the following section:

Name

Use this section of the Undelete From Disk feature display to specify the name
of the file you want to undelete. You can use wildcard characters (* and ?) in
this section of the display.

You must provide a filename or wildcard sequence (such as *.doc) as a search
pattern to use for finding files to undelete.

Note that if you are undeleting a file that has been purged from the Recovery
Bin, the filenames may have been shortened. If the name part of the filename is
longer than 32 characters, it is truncated to the first 32 characters when the file is
recovered and placed back into the Bin. Likewise, if the file extension is longer
than 12 characters, it is truncated after the first 12 characters.

Location
Use this section of the Undelete From Disk feature display to specify the disk
volume and directory folder of the file you want to undelete.

You can use the Browse button to speed up your search for the correct path.

Note that with Undelete Server Edition, you can also specify disk volumes and
folders on remote computers! Simply use the Connect Remote Computer
option in the Tools menu to connect to the remote computer first.

Browse

Click this button to search for the path of the disk volume and directory folder
where the file you want to undelete resided immediately before it was deleted.

Note that if you are undeleting a file that has been purged from the Recovery
Bin, the disk volume and directory folder will be the location you have specified
for the Recovery Bin to reside. This is one or more folders named \RecoveryBin\
on the individual volumes where you have enabled Recovery Bin processing.
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Include Subfolders

When this option is enabled, any subfolders below the specified directory folder
will be searched for files that match the specified search pattern.

Find Deleted Files

Click this button to start the search for the specified files. All detected files
matching the search criteria will be displayed in the file listing.

Undelete Files

Click this button to undelete any files whose names have been highlighted in the
Name column of the Undelete display. You can select more than one file at a
time to undelete. To select more than one file to undelete, hold the <Ctrl> key
while clicking on the filenames listed in the Name section that you want to
undelete. Or, you can hold the <Shift> key to select a continuous list of files in
the Name section.

When you use the Undelete Files button, a dialog box is displayed, prompting
you to specify a disk volume and directory folder into which the selected files
should be undeleted.

Note: If at all possible, you should undelete files to a volume other than where
they originally resided. Writing a file (which includes recovering it with the
Undelete From Disk feature) to the same disk volume where it originally resided
can potentially overwrite the very file you are trying to undelete.

Some other points to consider when undeleting files that have been previously
purged from the Recovery Bin:

= Files that have been removed from the Undelete Recovery Bin have a
unique file identification number added to the original filename. (This
prevents undeleted files of the same name from overwriting each other.) If
these files are later recovered with the Undelete From Disk feature, their
filenames may be shortened, since the file identification is removed when
the file is recovered from the disk. If the name part of the filename is longer
than 32 characters, it is truncated to the first 32 characters when the file is
renamed in the Recovery Bin. Similarly, if the file extension is longer than
12 characters, it is truncated after the first 12 characters.

= Regardless of where a file was originally "deleted" from (and moved into
the Recovery Bin), a file that has been purged from the Recovery Bin will
be listed in the Undelete display as having the \RecoveryBin\ folder as its
Original Location. This is because the \RecoveryBin\ folder was the
location from which it was truly deleted.
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Stop

Click this button to stop an ongoing Undelete From Disk activity, such as
searching the disk volume for deleted files.

Close

Click this button to close the Undelete From Disk feature display and return to
the Recovery Bin display.

Name
This section of the Undelete From Disk feature display shows the original

filename and extension of the deleted files.

Click on the title bar in this section to sort the files by name in forward or
reverse alphabetical order.

Size
This section of the Undelete From Disk feature display shows the size of the
deleted files stored in the Recovery Bin.

Click on the title bar in this section to sort the files by size in forward or reverse
order.

Date Modified

This section of the Undelete From Disk feature display shows the date a deleted
file was last modified.

Click on the title bar in this section to sort the files by date in forward or reverse
order.

Original Location

This section of the Undelete From Disk feature display shows the disk volume
and directory folder where a deleted file was originally located. When you
recover a file, you should recover it to a different disk volume, to prevent the
file data from being overwritten.

Click on the title bar in this section to sort the files by original location in
forward or reverse alphabetical order.

File ID

This section of the Undelete From Disk feature display shows the unique file
identification used internally by the Undelete From Disk feature to speed the
recovery of a deleted file from the disk.
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Setting the Recovery Bin Properties

Use the Recovery Bin Properties button m or the Recovery Bin
Properties... option on the Tools menu to establish rules for where the
Recovery Bin files are stored on your disk(s) and the percentage of disk space
they will be allowed to use. You can also right-click the Recovery Bin icon on
your desktop to open the Recovery Bin Properties dialog box.

You can either set “global” rules for all the disk volumes detected on your
computer, or set different rules for each of your volumes. You can also set
properties for how often files are purged from the Recovery Bin.

Properties Dialog Box

Here is an example of the Recovery Bin Properties dialog box:

)

Recovery Bin Properties ﬁ

Global Settings | Comman Bin | System [C:] | Mew Data [E E

%) Each diive has it own Fecovery Bin
) Usze one Becovery Bin for all drives

(% Enable Fecover Einon al dives
i) EnabletDizable Becover Bin individually on each drive
] Turn off Recavery Bin an all drives

) Dizable Recovery Bin when Max Size iz reached
(%) &uto Purge when Bin becomes full
Dizplay Recovery Bin Full warmings
Do not zave zera length files
Enable Recoven Bin iz Protection
[] Enable Recovery Bin SecureDelete

Confirm each delete from the Becovery Bin

EK ] [ LCancel Apply
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Property Box Tabs

Use the Global Settings tab to set properties for all the drives on your system,
and the individual drive letter tabs to set properties for individual drives.

Note that, depending on which other options have been set in the Global Settings
tab display, options shown within the individual drive letter tabs may or may not
be available.

Click the other tabs to select the Common Bin display, or the individual drives
for which you want to set Undelete Recovery Bin properties.

Use the Common Bin tab to set properties for a common Recovery Bin. The
options on the Common Bin tab only apply if you have selected the Use one
Recovery Bin for all drives option.

Each drive has its own Recovery Bin

When this option is enabled, each drive on which the Recovery Bin is activated
has a location specified where the Recovery Bin files reside.

Use one Recovery Bin for all drives

When this option is enabled, all files placed in the Recovery Bin are located in a
single, common directory folder. You can specify the location and name of this
folder from within the Common Bin tab display.

Note that when you specify a single, common Recovery Bin for all your
volumes, files that have previously been moved to the local Recovery Bins (the
folders named \RecoveryBin\) will not be automatically moved to the common
Recovery Bin.

Note: Using a Common Recovery Bin on a network server will cause the
deleted files on the server to be copied into a single location. If a large number
of deletions take place on the network, this can add considerable I/O overhead.
This overhead is apparent not only on the disk where the Common Recovery
Bin is located, but also on the disk from where the files are being copied. For
this reason, a Common Recovery Bin is not recommended on a busy server.
Instead, enable the Recovery Bin individually on each drive.

Enable Recovery Bin on all drives

When this option is enabled, the Recovery Bin is activated on all the drives on
your system. When the Recovery Bin is enabled for all drives, files that are
moved to the Recovery Bin are stored in directory folders named \RecoveryBin\
on each of the drives (or single drive if using a Common Bin).
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Enable/Disable Recovery Bin individually on each drive

When this option is enabled, you can activate the Recovery Bin on individual
drives. This option is useful in cases where you do not want all of your disk
volumes to be enabled for Recovery Bin processing.

After setting this option, use the individual drive letter tabs in the Recovery Bin
Properties display to enable and disable Recovery Bin processing on each drive
and to specify the size of the Recovery Bin for each enabled drive.

Turn off Recovery Bin on all drives

When this option is enabled, deleted files are not moved into the Recovery Bin.
Instead, they are fully deleted. (Of course, depending on the disk activity after
they are deleted, you may be able to recover even fully-deleted files with the
Undelete From Disk feature.)

Disable Recovery Bin when Max Size is reached

When this option is enabled, files are no longer moved to the Recovery Bin after
it reaches the maximum size you have specified. Any additional file “deletions”
will not move files into the Recovery Bin—instead, the files will truly be
deleted. (They can, however, still often be recovered with the Undelete From
Disk feature.)

Auto Purge when Bin becomes full

When this option is enabled, the Recovery Bin is partially purged automatically
whenever it fills to the size you have specified as its maximum.

When a file “deletion” causes the Recovery Bin to fill to 100% of its maximum
size, just enough files will be purged from the Recovery Bin to make room for
the new file. Files are purged from the Recovery Bin on a first-in, first-out basis.
The files that have been in the Recovery Bin for the longest time will be the first
files purged from it.

Note that you can also purge files from the Recovery Bin based on how long the
files have been in the Recovery Bin. You can specify how many days files
should be left in the Recovery Bin before being purged. This “date-based” purge
feature is available from the individual drive tabs and the Common Bin tab. As
an option, date-based purging can be used together with the Auto Purge
function.

Display Recovery Bin Full warnings

When this option is enabled, a message is displayed prompting you to empty the
Recovery Bin when it reaches the size you have specified. When the warning
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message is displayed, you should remove files from the Recovery Bin by either
selecting files to remove or by emptying the Recovery Bin.

When this option is disabled, no message is displayed when the Recovery Bin
reaches the specified size.

This option is only available when you have also enabled the Disable Recovery
Bin when Max Size is Reached option. When the Recovery Bin is disabled in
this way, any additional file “deletions” will not move files into the Recovery
Bin—instead, the files will truly be deleted. (They can, however, still often be
recovered with the Undelete From Disk feature.)

Do not save zero-length files

When this option is enabled, zero-length files are not moved to the Recovery
Bin when they are “deleted”. A zero-length file is actually a file record, which
contains no data, so there is little chance you would need to recover it. Also, the
filenames of zero-length files can needlessly clutter up the Recovery Bin file
listing.

When this option is disabled, zero-length files are moved to the Recovery Bin.

Enable Recovery Bin Virus Protection

Some viruses do their damage by forcing the length of a user’s file to zero,
which renders that file unusable. Selecting the Enable Recovery Bin Virus
Protection option provides some added protection against these viruses by
preventing any files in the Recovery Bins or Common Bin from being made
zero length. Note, however, this option is no substitute for the use of virus
protection software.

Enable Recovery Bin SecureDelete

When enabled, this security feature will permanently erase any file that is
deleted from the Recovery Bin. This is done by overwriting it three times with
bit patterns specified for this purpose by the National Security Agency (NSA)
for the Department of Defense (DOD). Finally, after the file has been
overwritten, it is deleted. The SecureDelete procedure makes it virtually
impossible for anyone to access sensitive file data from a disk after it has been
deleted from the Recovery Bin.

Note: Because Undelete From Disk will be ineffective on files deleted from the
Recovery Bin with SecureDelete enabled and because of increased disk traffic,
SecureDelete should be enabled only when security reasons require it.
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Confirm each delete from Recovery Bin

When this option is enabled, a message is displayed each time you request that
one or more files be deleted from the Recovery Bin.

OK

Click OK to accept any changes you have made to the Recovery Bin properties
and to close the dialog box.

Cancel

Click Cancel to close the Recovery Bin Properties dialog box without making
any changes.

Apply
Click Apply to cause any changes you have made to the Recovery Bin
properties to take effect, without closing the Properties dialog box.
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Common Bin Tab

The Common Bin display is enabled when the Use one Recovery Bin location
for all drives option has been enabled under the Global Settings tab of the
Recovery Bin Properties dialog box. Here is an example:

- =

Recovery Bin Properties E

Global Settings | Camman Bin | System [C:] | Mews Data[E| 4 | »

The settingz zhown below apply to the Common Becoven
Bin. “when enabled, the Common Recovery Bin iz used by all
drives. Gota the Glabal Settings tab ta enable ar dizable it

Specify the drive where you want the Becovery Bin to be
lozated and the amount space the Recovery Bin will use.

Cirive: |L-i'-.r|:hivi3 (L] M
Dirive zpace to use: 20% Recover Bin Size: 43613
m
1 1 IJ 1 1 1 1 1 1 1 1
0 B0z 100%

“%K l[ LCancel ][ Apply

Drive

Use this section of the Recovery Bin Properties display to specify the drive
where you want the Common Recovery Bin to be located. Note that this option
is only available when the One Recovery Bin Location for All Drives option
has been enabled
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Drive space to use

Use the slider control to specify the maximum size of the Recovery Bin, based
on a percentage of the total disk space.

Depending on the other Recovery Bin Properties options you choose, one of two
things will happen when the Recovery Bin reaches the size set with this option.

= If you have selected the Disable Recovery Bin when Max Size is reached
option, any file “deletions” done after the Recovery Bin becomes full will
not move files into the Recovery Bin—instead, the files will truly be
deleted. (They can, however, still often be recovered with the Undelete
From Disk feature.)

= [If you have selected the Auto Purge when Bin becomes full option, files
are purged from the Recovery Bin as needed to create space for newly-
deleted files. Files are purged on a first-in, first-out basis. The files that
have been in the Recovery Bin for the longest time will be the first files
purged from it.

Recovery Bin Size

This section of the Recovery Bin Properties dialog box shows the size of the
Recovery Bin, in megabytes. The size of the Recovery Bin is changed with the
slider control.

Purge Files Older Than ‘N’ Days

With this option enabled, if a file has been in the Recovery Bin for more than
the specified number of days, it will be purged from the Recovery Bin. Use the
spin buttons to change the number of days to a figure that will work well for
you.

Note that this option works independently of other purge options that can be
found under the Global Settings tab.

Save files deleted from Macintosh shares

Using Windows Services for Macintosh (SFM) it is possible to make one or
more shared folders or disks visible to Macintosh computers on your network.
Special actions are required by Undelete to save files deleted from these
Macintosh shares. The actions needed to copy these files into the Undelete
Recovery Bin involve more work and time than a normal file deletion, and thus
Macintosh file deletions from SFM served shares may take more time. There is
no impact to local files deleted from the Macintosh or to files on non-SFM
shares on the server.
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Enable this option to cause files deleted from SFM shares to be saved in the
Recovery Bin (as long as the file is not on the Undelete exclusion list). When
this option is not enabled, files deleted from SFM shares are not saved in the
Recovery Bin. This option is enabled by default. We recommend leaving it
enabled unless deletion performance on SFM shares is critical to your operation.

Individual Disk Volume Tabs

These are enabled when the Each drive has its own Recovery Bin option has
been selected under the Global Settings tab of the Recovery Bin Properties
dialog box. Here is an example:

e =}

Fecovery Bin Properties

| Global Settings | Common Bin| System [C) |-New Data[E[4]*

The zettingz zhown below apply to the Recoverny Bin for this
drive only. Uze the Global zettings tab to change how the
FRecovery Bin iz configured on individual drives.

Specify if you want to enable the Recovemn Bin on thiz drive
and the amount space the Becoveny Bin will uze.

Enable a Recovemn Bin an thiz drive

Dirive space to uge: 20% Recovery Bin Size: 3263.20

[ ] Purge files alder than ?% days
Save filez deleted from Macintozh shares

| ak |[ Cancel ][ Apply

Enable Recovery Bin on this Drive

This option is available if the Enable Recovery Bin individually on each drive
option was selected under the Global Settings tab.
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Select this option if you want to be able to recover deleted files on the drive
specified by the currently selected tab. If this option is cleared, any files deleted
on this drive will not be saved at all.

Note that if One Recovery Bin location for all drives was selected under the
Global Settings tab, the deleted files will be saved to the Common Bin, which is
likely to be on a different drive.

Drive Space to Use and Recovery Bin Size

This section of the Recovery Bin Properties dialog box shows the size of the
Recovery Bin, in megabytes. The size of the Recovery Bin is changed with the
slider control.

Purge Files Older Than ‘N’ Days

With this option enabled, if a file has been in the Recovery Bin for more than
the specified number of days, it will be purged from the Recovery Bin. Use the
spin buttons to change the number of days to a figure that will work well for
you.

Note that this option works independently of other purge options that can be
found under the Global Settings tab.

Save files deleted from Macintosh volumes

Using Windows Services for Macintosh (SFM) it is possible to make one or
more shared folders or disks visible to Macintosh computers on your network.
Special actions are required by Undelete to save files deleted from these
Macintosh shares. The actions needed to copy these files into the Undelete
Recovery Bin involve more work and time than a normal file deletion, and thus
Macintosh file deletions from SFM served shares may take more time. There is
no impact to local files deleted from the Macintosh or to files on non-SFM
shares on the server.

Enable this option to cause files deleted from SFM shares to be saved in the
Recovery Bin (as long as the file is not on the Undelete exclusion list). When
this option is not enabled, files deleted from SFM shares are not saved in the
Recovery Bin. This option is enabled by default. We recommend leaving it
enabled unless deletion performance on SFM shares is critical to your operation.
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Connect to Network Folder

Note: This option is not available in Undelete Home Edition.

/
Use the Connect to a network folder button == or the Connect Network
Folder... option in the Tools menu to connect to a folder in a Recovery Bin on a
remote computer.

When you use this option, this dialog box is displayed:

F - -

Connect Metwork Folder

Enter the path ta the falder ta which vou want to connect, and zpecify how
wou want the folder to dizplay in the Recover Bin. To connect uzing a
different uzer name. click. Connect As.

Dizplay a=:

Connect b, ] [ ] l[ LCancel ]

Use the Display as: field to enter a name you want displayed next to the folder
in the Recovery Bin tree view pane.

In the Path: field, enter the network path of the folder to which you want to
connect, or click the Browse... button to navigate to the folder.

If you need to enter different login credentials to access the network folder, click
Connect As... to enter the appropriate login information.

Click OK to accept your selection and connect to the remote folder, or click
Cancel to cancel the operation.
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Disconnect from a Network Folder

Note: This option is not available in Undelete Home Edition.

()~
Use the Disconnect from a network folder button g)'é or the Disconnect
Network Folder...option in the Tools menu to disconnect from a folder in a
Recovery Bin on a remote computer.

When you use this option, a listing of the connected remote folders is displayed.
Select the appropriate folders and click OK.

Connect to Remote Computer

Note: This option is only available with the Server Edition of Undelete.

Use the Connect to a remote computer button ij or the Connect to
Remote Computer... option in the Tools menu to recover files from the
Recovery Bins on remote network computers. You can also change the
Recovery Bin properties and Exclusion Lists on remote computers. Note that
Undelete 4.0 (or higher) Server or Professional must also be running on the
remote computer.

When this option is used, a dialog box like this is displayed listing the domains,
workgroups, and computers detected on your network:
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- =
Select Computer

K.
Computer; || Cancel

Hel
elect Computer: =0

(1]

2] III X

ALBUQUERGUE
BOSTON
CINCINNATI
DENVER
EASTWICK
FARGO
GLENDALE v

Double-click a computer name to connect to that computer, or double-click a
domain or workgroup name to expand the list of computers within that group.
Once the list is expanded, double-click the name of the individual computer on
which you want to access the Recovery Bin.

After connecting to the remote computer, you can recover files from the
Recovery Bin on the remote computer, as well as change the Recovery Bin
properties or Exclusion List.

Recovery Bin Exclusion

Ry

Use the Recovery Bin Exclusion List button LQ] or the Exclusion List
option in the Tools menu to create a list of files and directory folders that you
want excluded from being processed by the Undelete Recovery Bin. When a
deleted file (or the folder where it is stored) is excluded from the Recovery Bin,
it really is deleted from the disk—not moved to another location on the disk (as
other files normally are) when Undelete is running.

One example of files you would likely exclude from Recovery Bin processing is
temporary files that you really do want to delete. These are often files with a

. tmp file extension, but many other extensions are also used, depending on the
applications you are running. A number of common temporary file types are
excluded from Recovery Bin processing by default.
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Typically, when you install an application, a number of temporary files are
created, and then eventually deleted by the installation program. Also, compilers
and Web browsers often create a large number of temporary files. There is little
chance you will ever need to recover these temporary files, so by excluding
them from being processed by the Recovery Bin, the program really will delete
them, and they don’t take up Recovery Bin space unnecessarily.

The Recovery Bin Exclusion List supports wildcard file specifications (like

* . tmp), making it easy to specify a particular type of file to exclude. Note,

however, that to exclude entire volumes from Recovery Bin processing, you
must use the Recovery Bin Properties option.

Exclusion List Dialog Box

Here is an example of the Recovery Bin Exclusion List dialog box:

Exclude Files and Folders from Bin E

Select drive:
|i~'3.rchive 1D:] lll
Select folder: Select files:

Download Area !g Happy Raobot.dac
[Dirive D Backup
Drump

Graphics M
Procram Filas m [ilﬂl [il

rchive (i1 I |

Add Folder to List Add Files to List

Alz0 exclude subfolders of selected folder
Apply excluzsion of selected folder or files to all drives

Ligt of filez and folders to be excluded from the Becovery Bin:

WY s
W cab
WA e

R

WY hat

v idh

Yl

N

L, 5 :m_q M

(] m ] (2]

Remove from List

ok l [ Cancel ] [ Help l
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Select drive

Use this section of the Exclusion List dialog box to choose the disk volume from
which you want to exclude files or directory folders.

Select folder

Use this section of the Exclusion List dialog box to choose specific directory
folders to be excluded from Recovery Bin processing.

Select a directory by highlighting it, and then click Add Folder to List to add
the directory to the Exclusion List.

Selected folder

This section of the display shows the full path name of any folders you select.

When a directory folder is added to the Exclusion List, select the Also exclude
subfolders... check box to add files in any subdirectories below the highlighted
directory to the Exclusion List as well.

Add Folder to List

Click Add Folder to List to add the selected directory folder to the Exclusion
List.

Also exclude subfolders of selected folder

Select the Also exclude subfolders... check box to add files in any
subdirectories below the selected directory folder to the Exclusion List.

Clear this check box to allow files in subdirectories below the selected directory
in the Selected folder display to be processed by the Recovery Bin.

Select files

Use this section of the Exclusion List dialog box to choose specific files (by
name) to be excluded from Recovery Bin processing. Choose the name of the
file to be excluded, and then click Add Files to List to add the file to the
Exclusion List.

Selected files

This section of the display shows the full filename of any files you select.

Add Files to List
Click Exclude Files to add the selected file(s) to the Exclusion List.
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Apply exclusion of the selected folder or files to all
drives
When this option is enabled, any directory path or file specification added to the

Exclusion list will be excluded from Recovery Bin processing, regardless of the
disk volume where it is found.

For example, by enabling this option when a file named “MyDocument.doc” is
specified to be added to the Exclusion List, each occurrence of this file name
will be excluded from Recovery Bin processing. This would include
C:\MyDocument.doc, as well as E:\User Files\Cassandra\MyDocument.doc.

The same can be done for directory folder paths—enabling this option when the
directory folder path “C:\Dump” is specified to be added to the Exclusion List
will also cause D:\Dump, E:\\Dump, and any other \Dump folder on your system
to be excluded from Recovery Bin processing.

Exclusion List

This box shows the files and directories that will be excluded from Recovery
Bin processing.

Remove from List

Click Remove from List to remove specific files or directory folders from the
Exclusion List. To remove an item from the list, highlight the item by clicking
on it in the Exclusion List Box and click Remove from List.

OK

Click OK to close the Exclusion List dialog box and save any changes you have
made.

Cancel

Click Cancel to close the Exclusion List dialog box without saving any changes
you have made.
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Toolbar Options

The Undelete toolbar has these buttons. They provide quick access to the main
Undelete features:

—Recover selected file(s)

x —Delete selected file(s)

‘@.
¢

= _Empty Recovery Bin

:'\._
Q—Search Recovery Bin for file(s)
@ Find files on disk
@—Recovery Bin Exclusion List

m—Recovery Bin Properties

@—Connect to a network folder

-

]_l|
—Disconnect from a network folder

iiConnect to a remote computer

o
—Help Topics
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Recover Selected File(s) Button

Use the Recover selected file(s) button Q or the Recover files... option on
the File menu to recover one or more selected files from the Recovery Bin.
When you use this option, the selected files are normally written back to the
location from which they were “deleted”. If the directory folder in which the
selected files were stored has also been “deleted”, the folder is also recovered.
You also have the option to recover the files to another location of your choice.

Delete Selected File(s) Button

Use the Delete selected file(s) button x or the Delete from bin option on the
File menu to really delete one or more selected file(s) from the Recovery Bin.
When you use this option, the disk space where the previously deleted files were
stored is marked as available for storage of new or modified files.

Still, Undelete allows you to recover files that have been deleted from the
Recovery Bin, by using the Undelete From Disk option. Keep in mind, though,
that once the space where a file is stored is marked as available, there is a
possibility the space will be overwritten with new data as files are created or
modified on the disk.

Empty Recovery Bin Button

w
~

Use the Empty Recovery Bin button "= or the Empty Recovery Bin option
in the File menu to remove all the files from the Recovery Bin.

After the Recovery Bin is emptied, the disk space where the deleted files were
stored is marked as available for storage of new or modified files. Still, Undelete
allows you to recover files that have been emptied (or removed) from the
Recovery Bin, by using the Undelete From Disk option. Keep in mind, though,
that once the space where a file is stored is marked as available, there is a
possibility the space will be overwritten with new data as files are created or
modified on the disk.
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Search Recovery Bin for File(s) Button

P T |

|
Use the Search Recovery Bin for file(s) button _—*_5.! or the Find files in
Recovery Bin... option in the File menu to search for deleted files whose
original location is unknown. You can use wildcard characters (* and ?), as in

*,doc for example, as a search pattern to use for finding files.

After a deleted file has been found, it can be recovered, removed from the
Recovery Bin, or added to the Exclusion List by right-clicking on the filename
and selecting the appropriate menu item. (Note that the Recovery Bin Exclusion
List only applies to local files. You cannot right-click to exclude files from
Recovery Bins on shared network folders.)

Find Files on Disk Button

Use the Find files on disk button C’J or the Find files on disk... option in
the File menu to recover files that have really been deleted.

Note: In keeping with NTFS file security requirements, you must be a member
of the Administrators group to undelete files directly from the disk.

Recovery Bin Exclusion List Button

i

Use the Recovery Bin Exclusion List button @ or the Exclusion List
option in the Tools menu to create a list of files and directory folders that you
want excluded from being processed by the Undelete Recovery Bin. When a
deleted file (or the folder where it is stored) is excluded from the Recovery Bin,
it really is deleted from the disk—not moved to another location on the disk (as
other files normally are) when Undelete is running.

Recovery Bin Properties Button

Use the Recovery Bin Properties button H or the Recovery Bin
Properties... option on the Tools menu to establish rules for where the
Recovery Bin files are stored on your disk(s) and the percentage of disk space
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they will be allowed to use. You can also right-click the Recovery Bin icon on
your desktop to open the Recovery Bin Properties dialog box.

You can either set “global” rules for all the disk volumes detected on your
computer, or set different rules for each of your volumes. See page 30 for more
information about Recovery Bin properties.

Connect to a Network Folder Button
;/__“\I.- .,
o
Use the Connect to a network folder button =%— or the Connect Network

Folder... option in the Tools menu to connect to a folder in a Recovery Bin on a
remote computer.

(This option is not available in Undelete Home Edition.)

Disconnect from a Network Folder Button

-
7

Use the Disconnect from a network folder button ==%= or the Disconnect
Network Folder... option in the Tools menu to disconnect from a folder in a
Recovery Bin on a remote computer.

(This option is not available in Undelete Home Edition.)

Connect to a Remote Computer Button

Use the Connect to a remote computer button j_ﬂ or the Connect to
Remote Computer... option in the Tools menu to recover files from the
Recovery Bins on remote network computers. You can also change the
Recovery Bin properties or the Undelete Exclusion List on remote computers.
Note that Undelete 4.0 (or higher) Server or Professional must also be running
on the remote computer.

When this option is used, a dialog box is displayed listing the domains,
workgroups, and computers detected on your network. Double-click a computer
name to connect to that computer, or double-click a domain or workgroup name
to expand the list of computers within that group. Once the list is expanded,
double-click the name of the individual computer on which you want to access
the Recovery Bin.
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After connecting to the remote computer, you can recover files from the
Recovery Bin on the remote computer, as well as change the Recovery Bin
properties or Exclusion List.

(This option is only available with the Server Edition of Undelete.)

Help Topics Button

Use the Help Topics button @ or the Help Topics option in the Help menu
to display the Undelete Help system.

Using the Command Line Interface

In addition to its Graphical User Interface (GUI), Undelete supports commands
from the Windows command prompt. Both the Recovery Bin and the Undelete
From Disk feature can be controlled from the command prompt.

Two commands are available from the command prompt, reclaim and undelete,
which are described on the following pages. Both commands support several
optional command qualifiers.

To use either command, follow these steps:

1. Open the Windows command prompt window.

2. Type either reclaim or undelete at the command prompt, followed by any
of the optional command parameters.

The RECLAIM Command

The reclaim command manages files in the Undelete Recovery Bin. Use the
command in this form:

reclaim [Search_Pattern] [/i] [/r] [/d] [/?]

Parameters

[Search_Pattern]

Specifies a search pattern of files to search for in the Recovery Bin. This
pattern can include the following:

[Drive Letter]



Operation

[Pathname]
[Filename]

If no Search_Pattern is specified, all files in the Recovery Bin will be listed.
Wildcard characters (* and ?) are permitted in the filename.

/i(nclude)

Causes the files, which match the other, specified search pattern criteria in all
underlying subdirectories to be listed.

/r(ecover)

Causes the listed files to be recovered from the Recovery Bin. When /r is used,
you will be prompted to confirm the recovery of the files.

/d(elete)

Causes the listed files to be removed from the Recovery Bin. When /d is used,
you will be prompted to confirm the removal of the files.

?
Displays the command prompt Help text.

reclaim /i

Lists all the files in the Recovery Bin, from all volumes.

reclaim C:\ /i

Lists all the Recovery Bin files from drive C: and all its underlying subfolders.
reclaim C:\Christina\Doc\Report.doc /i

Lists all the Recovery Bin files named Report.doc in the C:\Christina\Doc
folder, and any other underlying subfolders.

reclaim C:\Ann\ /i

Lists all the Recovery Bin files in the C:\Ann folder and any other underlying
subfolders.

reclaim \Julie\*.doc /i

Lists all the Recovery Bin files with the .doc file extension in the \Julie folder
and any other underlying subfolders on all volumes.
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Operation

reclaim \Julie\*.doc /i /r

Similar to the command above, but after the Recovery Bin files are listed, you
are given the option to recover the listed files from the Recovery Bin.

reclaim \Julie\*.doc /i /d

Again similar to the command above, but after the Recovery Bin files are listed,
you are given the option to remove (delete) the listed files from the Recovery
Bin.

The UNDELETE Command

The undelete command lists and recovers deleted files directly from the disk.
Use the command in this form:

undelete Search_Pattern [/d=destination_path] [/i] [/?]

Parameters

Search_Pattern

Specifies which drive letter, and/or path and filename to search for deleted files.
The search pattern is a required parameter. Wildcard characters (* and ?) are
permitted in the filename.

/d(estination)

Specifies the destination of the files to be undeleted. If this parameter is not
used, the files matching the search pattern that are candidates to be undeleted
will be listed, but not recovered. To recover the files, you must specify a valid
drive letter and directory folder for the destination.

/i(nclude)

Causes the files, which match the other, specified search pattern criteria in all
underlying subdirectories to be listed.

?
Displays the command prompt Help text.

Examples
undelete C:\

Lists all deleted files on the C: drive.



Operation

undelete C:\Kian\

Lists all deleted files in the C:\Kian folder.
undelete C:\*.doc /i

Lists all deleted *.doc files on the C: drive.
undelete C:\*.doc /d=C\TEMP /i

Lists all deleted *.doc files on the C: drive and prompts you to undelete any
candidate files found to the C:\TEMP folder.
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Chapter 3

Emergency Undelete™

This chapter describes how to run Emergency Undelete, and provides important
additional information.

The CD-ROM and downloadable versions of Undelete include Emergency
Undelete, a unique tool used to recover accidentally deleted files and directory
folders before you've installed the full Undelete product.

Since the installation of any software can overwrite accidentally deleted files,
Emergency Undelete runs directly off your CD-ROM or floppy disk drive,
installing no files at all onto your disk drive.

Important Points for Using

Emergency Undelete

Once a file is deleted, the chances of fully recovering that file decrease
considerably when other activity occurs on the same disk volume. To improve
the possibility of a complete recovery of a file that has been accidentally deleted,
Executive Software recommends the following steps:

1. Stop all activity on the disk volume where the accidentally deleted file
resided. Do not save any files that are currently open, since this causes a
write operation on the disk.

2. If the computer is on a network, disconnect the network cable if possible.
This prevents disk activity caused by remote users from writing over the file
you want to recover. (Keep the network cable connected if you want to
recover the file to a disk volume on a remote computer.)

3. After Emergency Undelete has located the file, recover the file to a local or
remote disk volume other than the volume from which the file was
recovered. This prevents the deleted file from accidentally being written
over by the write operation of the recovery process.

Note: On FAT volumes, files with short names (8.3 format) that have really
been deleted will have the first character of the filename replaced by a tilde (~).
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For example, a file named test.txt, when deleted, will be renamed to ~est.txt and
will be displayed that way in the Emergency Undelete windows.

Known Restrictions and Limitations

1.  When you undelete a file, you must first specify the filename and directory
path before finding the deleted files. Wildcard statements (such as * and ?)
are supported for specifying the filename.

2. On NTES volumes, only Small and Large file types® are eligible for being
undeleted directly from the disk.

Required Privileges

You must be a member of the Administrators group to operate Emergency
Undelete. This is necessary in order to conform to NTFS file security.

Running Emergency Undelete

The operation of Emergency Undelete is similar to running the Undelete From
Disk feature in either the Server, Professional or Home edition of Undelete. Of
course, you must have the Undelete CD-ROM (or the Emergency Undelete
floppy disk) in the appropriate drive on your computer.

Follow these steps to recover a file with Emergency Undelete:

1. Locate the EmergUnd.exe file on the CD-ROM or floppy disk and double-
click it.

? In the NTFS file system, four file types exist. Small files are contained entirely within a
single record in the Master File Table (MFT). Large files are stored elsewhere on the
disk, but the index information pertaining to the file, including the locations of the
various fragments of the file, is contained within a single record in the MFT. Huge files
are similar to Large files, but they have enough additional file record information (such
as additional file security information, or a large number of file fragment locations) to
require two or more file records within the MFT. Extremely Huge files are files that
contain so much additional file information (again, either file security information or
the locations of a very large number of file fragments) that more than two file records
are necessary within the MFT, plus space on the disk outside the MFT is used for
storing additional file record information.
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Enter the name of the file you want to undelete in the Name: field of the
Emergency Undelete display. You can use wildcard characters (such as
*.doc or *.*) if you don’t recall the name of the file.

Enter the letter of the drive you want to search in the Location: field of the
Undelete display. You can optionally enter a directory folder name (such as
D:\My Documents). Use the Browse button to see the drives and folders on
your computer.

Click Search. This starts the search for deleted files.

Once the search is complete, highlight the name of the file (or files) you
want to undelete.

Click Undelete Files.... This causes a new dialog box to be displayed.

Enter the drive letter and directory folder name of the location where you
want the undeleted file to be written in the Path: field. You can use the
Browse button to navigate to the desired location.

If you have more than one disk volume, be sure to specify a volume other
than the one where the file was originally located. This prevents the new,
recovered file from overwriting portions of the old, deleted file.

Click OK. The file(s) you have selected will be recovered if possible, and
written to the location you have specified.
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Chapter 4

This chapter explains how to use the Pushlnstall feature to install Undelete on
computers throughout your network.

Note: The PushInstall feature is only available in Undelete Server Edition.

About Pushlinstall

Use the Undelete PushlInstall feature to install or uninstall Professional Edition
or Server Edition on selected computers throughout your network. Note that you
must have valid Undelete licenses for the machines on which you intend to
install Undelete.

You must have Administrator access on all the selected computers to PushInstall
Undelete to Windows NT, Windows 2000, Windows XP and Windows Server
2003 systems. If necessary, the Pushlnstall program will prompt you to enter
login credentials for the machine(s) to which you are PushInstalling.

The Pushlnstall feature establishes a network connection with the selected
machines, then installs the selected Undelete edition to those computers. It relies
on having the installable Undelete package(s) available to be installed. The first
time you use the PushlInstall feature, the program attempts to detect the
installable files. If they cannot be found, you will see a dialog box prompting
you for the location of the installation package. You can use either a CD-ROM
or downloaded installation package. Once you choose the Setup.exe file, the
installation package is copied to a storage area used by the PushInstall program.

If you try to PushInstall an Undelete version that is not compatible with the
target machine, a message explaining the situation is displayed. Messages are
also displayed to let you know the status of the installations.

Before the PushlInstall operation begins, you will see a message asking you to
confirm the version and build numbers of the installable package.
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Running Pushinstall

Follow these steps to install Undelete Professional or Server editions to remote
computers on your network. The same steps apply for remote uninstallation as
well:

1. From the Windows Start menu, select Programs, then Undelete
PushlInstall.

2. A welcome screen is displayed. Click Next to continue. You will see a
screen similar to this:

IIndelete Remote Installation

1. Select the machine(s)
to which you want to
— Select Ingtallation Targ Pushlinstall Undelete b

[ﬂ ™ |nstall Server

™ Install Professional

" Uninstall
EASTWICK
O= FarGo \
O= sLEMDALE AL MOTICE:
O= HavwaRD e license 1z required
O= rwinE 2, $e|e0t a product to nrksta_tiu:unf‘s_erver
O= AL AMA install, or select ou are installing.
O=! kern Uninstall to remove | .o, e
O= LomPoc any edition o these temms.
O= maLisu ™7 click cancel
< m | (2]

3. Click Next

]
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If necessary, the PushlInstall program will prompt you to enter login
credentials for the machine(s) to which you are PushInstalling. In this case,
you will see a message similar to this:

-

Enter your user name and password

Enter credentialz for GALARY 1

Ilzer name ||

Pazzwiord |

[ This iz & waorkgroup

Cancel | | k. |

Enter a username and password for an account that is a member of the
Administrators (or Domain Administrators) group for the domain on which
you are installing or uninstalling Undelete.

Once the Pushlnstall process has started, messages are displayed showing
you the status of the operation.
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Appendix A

Frequently Asked Questions

Executive Software maintains an up-to-date list of the most frequently asked
questions (FAQs) about Undelete on their Web site. This list is updated as often
as necessary to ensure most common questions are answered. Quite often, you
can find answers to your questions and solutions to any problems you may have
regarding Undelete by checking the Executive Software Web site.

The Undelete FAQs are at:

www.executive.com/undelete
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Appendix B

Undelete 4.0 Editions
Windows Editions Server  |Professional|  Home A:;;:;e
v v
v v
v v v
¥ v v
v v v
¥ v v
¥ v
v
v
¥
v
¥
v
¥
¥
v
v v
v v

63






Technical Support

Appendix C

Technical Support

U.S. Support Services

Registered users are entitled to 90 days of free telephone support, as well as
special upgrade pricing, from Executive Software. Our free technical support is
available Monday through Friday during the first 90 days from 7:00 A.M. to 5:30
P.M. Pacific time. If you have not yet registered your Undelete purchase, use the
registration card in your Undelete box and do so now. Or, register your purchase
online via our Web site at:

http://www.executive.com

Most technical support questions can be answered from the Technical Support
section of our Web site at the address shown above.

You may also contact our technical support team via the Internet at:
tech_support@executive.com

or via FAX at:

818-252-5509

If you are within your 90-day free support period, or have purchased telephone
support, you can call:

818-771-1600

When your 90-day free support period has expired, you may purchase the
support plan which best suits your needs. Executive Software offers 24-hour, 7-
day support plans. Contact Executive Software to find out which support options
are best for you.

Executive Software’s address is:

Executive Software
7590 North Glenoaks Boulevard
Burbank, California, USA 91504
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European Support Services

Registered users are entitled to 90 days of free telephone support, as well as
special upgrade pricing, from Executive Software. Our free technical support is
available Monday through Friday during the first 90 days from 8:30 to 17:30
GMT. If you have not yet registered your Undelete purchase, use the registration
card in your Undelete box and do so now. Or, register your purchase online via
our Web site at:

http://www.execsoft.co.uk

Most technical support questions can be answered from the Technical Support
section of our Web site at the address shown above.

You may also contact our technical support team via the Internet at:
tech.support@execsoft.co.uk

or via FAX at:

+44 (0) 1342-327390

If you are within your 90-day free support period, or have purchased telephone
support, you can call:

+44 (0) 1342-327477

When your 90-day free support period has expired, you may purchase the
support plan which best suits your needs. Executive Software offers 24-hour, 7-
day support plans. Contact Executive Software to find out which support options
are best for you.

Executive Software’s address is:

Executive Software UK Inc.

Kings House, Cantelupe Road

East Grinstead, West Sussex RH19 3BE
England
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